Subpoenas and Requests for Identities of Posters

What should a web publisher do when confronted with an informal request, or a subpoena, seeking the identity of a person who posted user generated content (“UGC”) on its website?  As explained in section III of the Internet Publishing article by ABM information policy counsel Mark Sableman, the law provides some protection for such users, which publishers should consider in responding to such requests.

With respect to informal requests, publishers need to take special care if their privacy policies make any guarantees of non-disclosure to users, or if the publisher qualifies as a provider of electronic communication services under the Electronic Communications Privacy Act.  Mere publishers usually don’t so qualify, but providers like America Online that offer both content ant connection services often do so qualify.

With respect to subpoenas, an increasing number of courts are applying a test somewhat similar to the reporters’ privilege test in cases where a subpoena to the publisher or ISP seeks the identity of an anonymous poster.  This is largely a matter between the subpoenaing party and the poster; the publisher or ISP can usually stand on the sidelines, although it may (again depending on its privacy policy and other commitments to users) need to give its user sufficient notice so that the user can assert its rights.  A recent federal court decision, Sederstein v. Taylor, shows how most courts address subpoena issues of this nature.  

One emerging issuer is whether publishers have any journalistic obligation to maintain the privacy of the identity of contributors of UGC.  The general industry consensus currently seems to be that there is no such obligation, because contributors of UGC are more like self-chosen letter writers than deliberately selected journalistic sources.  One newspaper, the Alton (Illinois) Telegraph, took a contrary position, seeking to protect the identity of a UGC poster under the Illinois shield law, and it lost that battle in a trial court decision.  That decision distinguished between traditional news sources, who are entitled to confidentiality protection, and persons who merely post comments on the newspaper’s website, who were not.  The decision noted that bloggers fall somewhere in between – like traditional news sources in some ways, and like mere posters of comments in some ways.   
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