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Information Policy Committee Guidelines 
Data Breach

ISSUE:  Whether ABM should create a recommended Data Breach Guidelines for its members.

BACKGROUND:  

Over the past few years, there have been a number of breaches of personal information across the industry.  Based on these breaches, we have learned of various means in which information can be inadvertently disclosed, such as:

· Lost or stolen laptops, PDAs, cell phones, USB storage devices, floppy disks, and memory cards;

· Data transfer of unencrypted data that is accessed via the computer or in a physical location;

· E-mail sent to the wrong e-mail address; and

· Documents or hardware containing data not deleted or discarded properly.

The public has learned of these breaches because of the various breach notification requirements within state laws and through the general media.  
STATUS:  

Currently, there are approximately 40 state and municipal laws that require notification to individuals if there is a breach.  However, each law differs as to the definition of a “breach” and as to the types of information accessed in the “breach.”  Despite these differences, in general, these laws require that those affected by the security breach be notified promptly in the event of a data security breach.
The U.S. Congress also is looking at creating a national law on data breach notifications.  Drafts of this legislation include a preemption of these state laws and a national standard for companies to abide by if a data breach of personal information occurs.  We anticipate action to be taken on this legislation in this Congress.

Additionally, the European Union has begun to develop its own data breach notification standard.

Despite the fact that there is no federal law on data breaches, the Federal Trade Commission has begun to fine companies for “unfair and deceptive practices” when companies fail to take security measures to protect the information or when companies make false promises about the steps taken to protect the information.

RECOMMENDED ACTION:

In anticipation of the federal law and in response to the various state laws, ABM encourages its members to consider developing internal data breach guidelines in order to be proactive in creating a framework and principles that are tailored to each company’s current practices.  Additionally, in developing such guidelines, ABM Members can further emphasize and demonstrate the importance and value of protecting customer information, enhancing customer trust in the company and our industry.  

Therefore, it is recommended that ABM create internal Data Breach Guidelines for its members.  Similar to its Customer Privacy Guidelines, the ABM would ask its members to consider such Guidelines when creating their internal guidelines.  (See Exhibit A for ABM’s Data Breach Guidelines.)
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EXHIBIT A
DATA BREACH Guidelines
April, 2007

American Business Media (“ABM”) recognizes the importance of protecting individuals’ information.  ABM acknowledges, however, that there may be situations in which this information may be inadvertently accessed.  
As a result, ABM recommends that its member companies consider the following guidelines when developing member’s internal guidelines in order to further enhance our customers’ trust in our industry.  Before developing its internal guidelines, ABM members should consult with applicable state and municipal laws regarding data breaches and data breach notifications.
These guidelines should include:  

· Establishment of company-wide data breach prevention and response measures;
· A requirement that reasonable and appropriate security measures are taken to protect all protected information
 within the company, which includes, among other items, the use of encryption, passwords, shredding;

· A security training program for all employees that focuses on “best practices” and on the company’s data breach procedures.

· One or more trained contacts to which individuals within the company can report possible data breaches (i.e., theft, loss of equipment, possible hacking of computer); and

· An internal team to respond to possible data breaches, comprised of representatives from the appropriate departments within the company.

For purposes of this Policy, “data breach” is defined as the unauthorized access to or unintentional disclosure of personal information that may compromise the security or confidentiality of that information.

� ABM members should consult with the appropriate state and municipal laws in order to define the types of information that is protected under these laws.





